Town of East Montpelier Fraud Risk Assessment

Objectives

The Town of East Montpelier (TOEM) is dedicated to upholding an ethical and
transparent operational environment. This fraud risk assessment aims to:

« Enhance employee awareness of fraud risks and prevention strategies.

« ldentify and evaluate potential vulnerabilities in TOEM operations.

« Strengthen internal controls to ensure compliance with audit standards,
applicable regulations, and protect taxpayer funds.

Risk Assessment Process

TOEM conducted a comprehensive fraud risk assessment involving cross-departmental
collaboration. The process included:

1. Fraud Awareness Training: Educating staff on common fraud schemes, their
indicators, and mitigation strategies.

2. Risk Identification: Engaging employees to identify TOEM-specific fraud risks
through meetings and discussions.

3. Risk Evaluation: Assessing the likelihood, financial impact, and operational
consequences of identified risks, alongside the effectiveness of existing controls.

4. Documentation: Recording findings in a detailed risk assessment matrix,
including risk valuation and mitigation strategies.

5. Stakeholder Involvement: Incorporating input from management, finance staff,
and external consultants to ensure a holistic assessment.

Potential Key Risks Areas Identified
The assessment identified potential vulnerabilities in:

e Financial Reporting: Potential errors in revenue recognition, expenditure
coding, or financial statement preparation.

o Asset Management: Risks related to cash/check handling, inventory
misappropriation, and unauthorized use of capital assets (e.g., vehicles or
equipment).

« Accounts Payable: Potential for unauthorized transactions, fictitious vendors, or
overstated invoices.

« Payroll: Risks of inaccurate timekeeping, or unauthorized payroll adjustments.

« Information Systems: Vulnerabilities in IT systems, including unauthorized
access or inadequate cybersecurity measures.



Training and Awareness

TOEM conducts annual fraud prevention training and ethics training to:

Promote understanding of fraud detection, prevention, and control measures.
Reinforce commitment to ethical standards and transparency across all
departments.

Highlight the importance of robust financial and operational oversight.
Provide guidance on reporting suspected fraud through appropriate channels.

Results and Planned Actions

The assessment highlighted cash/check handling, accounts payable, and expenditure
processes as primary risk areas due to their financial significance. Vulnerabilities
include cash receipts, payment processing, purchasing policies, and unauthorized credit
card use.

Actions Taken/ Planned Actions

1.

Policy Updates: Revise accounting, purchasing, credit card, and personnel
policies to incorporate stringent controls. TOEM implemented a new vehicle
policy as well.

Strengthened Oversight: Implement rigorous monitoring, including regular
audits and reconciliations, and segregation of duties to minimize risks.
Preventative, Detective & Corrective Measures: Establish clear protocols for
issue prevention, detection, and resolution, as detailed in the assessment matrix.
Institute clear procedures for addressing identified issues, including escalation
processes and corrective measures.

Technology Enhancements: Update employee password security frequency
with stronger controls and building security measures, to safeguard sensitive
data.

Continuous Improvement: Schedule periodic reassessments to adapt to
emerging risks and maintain robust controls. Updated job descriptions, clarifying
each employee’s role and responsibilities.

TOEM is dedicated to maintaining robust internal controls, fostering a culture of fidelity,
and assuring full compliance. Through these measures, TOEM ensures vigorous
internal controls, transparency, and accountability.
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